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Circular No.: 012/ 26
22 April, 2026
Dear Valued Members,

The Club would like to provide an update regarding the external unauthorized access to our computer
systems that occurred on 25 October, 2025. Upon discovery of the incident, the Club took immediate
action by notifying members via SMS and website announcements (Circular No. : 040/25). Furthermore,
the Club formally reported the incident to the Hong Kong Police Force on 27 October and to the Office
of the Privacy Commissioner for Personal Data (PCPD) on 31 October.

Based on our continuous monitoring and investigation to date, there is no evidence to suggest that any
personal data affected by this incident has been leaked or disclosed to the public. Nevertheless, we
remain vigilant and advise all members to exercise caution regarding any suspicious messages, emails,
or telephone calls.

The investigation conducted by the Police and the PCPD concluded that the breach was facilitated by
a security vulnerability within a remote access software provided by one of the Club’s system service
providers, which allowed unauthorized access to our servers.

In response to the investigation findings, we have implemented the following comprehensive security

enhancements:

® The remote access software involved in the vulnerability has been permanently deactivated.

® All future remote technical support sessions must now be pre-authorized by designated Club
personnel. These sessions are conducted under full supervision and are disconnected immediately
upon completion.

® \We have reviewed and upgraded our hardware and cybersecurity protocols to ensure a higher level
of defensive capability.

® All personal data files stored on our servers are now secured with 128-bit encryption to reinforce
data integrity and safety.

In alignment with the recommendations from the investigation report, the Club is refining its data
retention policies. We are committed to ensuring that personal data is not retained unnecessarily or
beyond statutory requirements, and we are implementing clearer disposal procedures to further
mitigate future risks.

The Club remains dedicated to continuously improving our protective measures to safeguard your
personal privacy.

Should you have any enquiries, please do not hesitate to contact us at 2397 4311. Thank you for your
understanding and support.

Thank you for your kind attention!

Management
Yau Yat Chuen Garden City Club
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